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Macedonian teenagers





FAKE NEWS, CONSPIRACY THEORIES 
AND POLITICAL LYING
(see lecture from February 20)

These come from many sources:

Macedonian teenagers

The President

Professional conspiracy theorists (e.g., InfoWars & 
Pizzagate)

And they are an increasingly large part of our media 
landscape as trust in the press declines and people look for 
content that reinforces their views

But information war is a step beyond this



VARIETIES OF INFORMATION WAR
In information war, the information may be true or false; in 
fact, it may be best if it is both

The use of information and/or information technology to 
undermine a person’s, institution’s, or nation-state’s 
integrity.

Leaking

Cyber war

DDoS

Kompromat

Weaponization of information



PART 1: LEAKING

The unauthorized distribution of sensitive information

Whistleblowing? Or undermining national security?



WIKILEAKS
“radical transparency” organization created by hacker Julian 
Assange



BAGHDAD AIRSTRIKE VIDEO, 2010
Apache helicopter airstrike on individuals in Baghdad, 2007, 
during the post-invasion “insurgency”

About a dozen men were identified in a position that had 
previously been used for attacking Americans

Apaches fired on them, killing most; however, they were 
mostly journalists

A van arrived to help the wounded; this was also fired on

Van contained civilians, children

This was captured in “gunsight” video



U.S. MILITARY “GUNSIGHT” VIDEO
Leaked by Bradley (now Chelsea) Manning, 2010

Published by Wikileaks

Covered extensively by media



DIPLOMATIC CABLES LEAK, 2010
~250,000 secret cables of information sent from ambassadors, 
consulates, etc. to U.S. State Department

Coordinated with Der Spiegel, the Guardian and the New York 
Times to redact and release information

(Ultimately, most of the cables were released, unredacted, one 
way or another)

The vast majority of the leaks were mundane and uninteresting. 
But a few were sensitive (locations of strategic assets) or 
embarrassing (candid views of individuals and organizations)



NSA WIRETAPPING LEAK, 2013
Edward Snowden: computer 
specialist with military contractors

Access to classified documents, 
including documents detailing NSA 
surveillance

At some point, begins to copy files

In 2013, begins to share the files 
with Glenn Greenwald, other 
journalists



WIRETAPPING REVELATIONS
The NSA had a much more extensive and secret surveillance 
operation in place than was known

The NSA had the secret cooperation of many of the major 
internet service providers to help the NSA access users’ 
accounts and information

The NSA was involved in extensive wiretapping of other 
governments’ communications, including close allies such as 
Angela Merkel of Germany

It appeared that NSA wiretapping also involved industrial 
espionage and other forms of non-security-related 
information gathering



LEAKS, SUMMARY

Not hacking per se; usually released illegally by 
someone with access (Bradley Manning, Edward 
Snowden)

Tends to be release of true—but sensitive—
information 

Debates over whether leakers are “whistleblowers” 
or “traitors”

Are they attacking the state, or defending its people 
from tyranny?



PART 2: CYBER WAR

“Actions by a nation-state to penetrate another 
nation’s computers or networks for the purposes of 
causing damage or disruption.”

This goes beyond information collection

Often involves physical disruptions



STUXNET

Possibly “the world’s first cyberweapon”

2009: The US and ally Israel are concerned about 
the possible development of a nuclear weapon by 
Iran

Uranium enrichment centrifuges in Iran are refining 
uranium

They spin too fast: effectively ruining them and 
their contents

More than a year later, it is apparent that the 
computers controlling them had been infected with 
a virus





DENIAL OF SERVICE ATTACKS

DoS or DDoS

Wikileaks and “Operation PayBack”



PART 3: KOMPROMAT

Russian word for “compromising information”

The intentional collection of information that, if 
released, would severely harm a person’s reputation

A form of blackmail; a means to control a person

For example, if the “Trump dossier” is real

In this sense, information has been weaponized 
against a single person: they have to live with threat 
of “character assassination”



PART 4: INFORMATION WEAPONIZATION

Information gathering as part of espionage is 
standard, accepted practice

Information weaponization happens when that 
information is used to disrupt some normal process 

We usually talk about it in the context of one nation 
doing it to another



RUSSIA AND MISINFORMATION
An emerging pattern of disinformation aimed at disrupting 
policy Russia perceives to be harmful



RUSSIA AND 2016 U.S. ELECTION
FBI was investigating hacking of major government sites by 
suspected Russian hackers

By at least summer 2015, they contacted the Democratic 
National Committee to let them know they were being 
targeted

On July 22, 2016, Wikileaks published ~19,000 emails from 
top leaders of the DNC

The leaks revealed nothing illegal, but were embarrassing—
especially the ways in which top DNC leaders talked about 
Bernie Sanders and his supporters

Led to the resignation of Debbie Wasserman Schultz (DNC 
Chair)



WHAT WAS RUSSIA AFTER?





SENATE INTELLIGENCE COMMITTEE 
INVESTIGATION



INFORMATION WEAPONIZATION SUMMARY
False information may be used as a weapon, but 
weaponization of information is a broader class of 
phenomena: 

it’s not always false. It might also be selective, confusing, or 
embarrassing

In fact:

Goal of weaponized information is to disrupt some normal 
process of information gathering, decision-making, 
democratic process



WHAT CAN WE DO?

Information integrity?

How can this be supported by journalists, citizens, 
leaders, others?

What should we demand of our leaders and others?

How can we rebuild trust in a society-wide 
information system that is needed for a democracy 
to function?


